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Who this is for

Business owners and founders, department heads, operations and finance leaders, and IT leaders who make
transformation decisions and live with the results. It applies to a ten-person firm as much as to a department in a
large enterprise; where the answer depends on size, we say so and give an option for each.

This edition replaces the earlier PS3G digital transformation white paper, written before most organizations had
finished their first cloud migration and before generative Al was a practical business tool. We kept what proved true
and replaced what did not.

How to use this document

Sections 01to 03 set the context: what the first wave delivered, which outcomes are worth pursuing, and why
programs stall. Sections 04 and 05 are reference material for choosing a stack and a modernization path. Section 06
gives a roadmap for three organization sizes. Sections 07 to 09 are working tools: a governance baseline, a benefits-
tracking template and a 90-day plan with a readiness checklist. Copy the tables and checklists into your own plans.

A note on numbers. This paper avoids survey statistics and market-size figures. Where we give a number it is a
rule of thumb from the PS3G team's own experience, labelled as such. Your figures should come from your own
baseline (Section 08).

) Digital transformation, then and now

What the first wave delivered

"Digital transformation" has been used long enough to mean almost nothing on its own; it helps to separate two
waves. Over the past decade most organizations made the same changes: email and files moved to cloud suites;
software was bought as SaaS; websites became e-commerce and self-service portals; mobile became a default;
servers moved, often by lift-and-shift, to Azure, AWS or Google Cloud. The first wave was about where software runs
and how it is bought. It is mostly finished, and this paper assumes so.

ps3g.com - hello@ps3g.com Digital Transformation: What Has Changed - page 2



What the new wave is about

The second wave, the one organizations are in now, is about what the software does and how fast it can change.

Al-native workflows Data platforms

Language models, copilots and agents embedded in One governed place where operational data lands, is
everyday processes: drafting, summarizing, cleaned and is served to reporting and Al. Without it,
extracting data from documents, answering every Al initiative rebuilds the same pipeline.

questions over company knowledge (RAG) and
taking bounded actions in other systems.

Composable, API-first systems Platform engineering

Business capabilities exposed as APIs so they can be Infrastructure as code, automated pipelines,
recombined. A new channel, partner or Al agent environments on demand and observability, so small
plugs into what exists instead of needing a new teams ship safely and often.

application.

Security and compliance by design. Identity, least-privilege access, encryption and audit trails built in from the start,
not added for an audit. Today this extends to Al: which models may see which data, what a model may do, and who is
accountable for its output.

The practical difference: first-wave projects were IT projects with an end date. Second-wave work changes how
people do their jobs, so it needs a business owner, a change plan and an operating model. Treating it as another IT
project is the most common reason it disappoints.

2 The five outcomes that matter

Tie every initiative to one of five business outcomes before any technology is chosen. If it maps to
none, it is a technology project looking for a justification.
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Outcome
New or expanded

revenue channels

Lower operating cost

Better customer
experience

Faster, better decisions

Resilience and
compliance

What it means in practice

Selling through a new channel, reaching a new
segment, or packaging a capability as a product
or API.

Removing manual steps, duplicate systems and
unplanned work. Easiest to measure, easiest to
oversell.

Customers (or patients, students, citizens) do
more on their own, faster, with fewer errors.

Leaders and front-line staff get trusted numbers
when needed, not a monthly spreadsheet.

The organization keeps operating through
outages, turnover and audits, and can prove it.

Example metrics to choose from

Revenue from the channel; active customers or
partners on it; conversion rate on the new journey;
time from lead to first order.

Manual hours per week on a named process; cost
per transaction; systems retired; cloud spend per
unit of volume.

Self-service completion rate; first-contact
resolution; handling time; satisfaction responses;
complaint volume.

Days from period close to report; forecast
accuracy; number of "which number is right?"
disputes.

Recovery time achieved in a test; audit findings per
cycle; time to produce evidence for a
questionnaire; incidents with customer impact.

These metrics are examples, not benchmarks. Pick one or two per initiative, measure the baseline before work starts,
and keep the definition stable (Section 08 provides the template).

lllustrative example (hypothetical). A forty-person distributor wants "to use Al". Asked which outcome matters most,
the owner says invoices go out late and cash flow is tight. The initiative becomes "cut days from delivery to invoice",
baselined on the previous quarter; the solution pairs document extraction for proof-of-delivery paperwork with an

accounting integration. The Al is the smallest part of the project.

Rule of thumb from PS3G's experience. If an initiative improves two of the five outcomes at once, do it early. If
leadership cannot name the outcome it improves without prompting, it should wait.

X)) Why transformations fail, and the fixes

The failure modes have not changed much since the first wave. What has changed is their cost: Al built

on bad data or without an owner fails faster and more visibly.

1. Technology first, problem second

The initiative starts with a tool ("we need a data lake", "we need a copilot") rather than an outcome. Fix: nothing is
funded without a one-page charter stating the outcome, metric, baseline and business owner. Technology selection

comes after.

2. No single accountable owner

The program is "sponsored" by a committee and run by IT; when a scope, time or cost trade-off is needed, nobody

can make it. Fix: one named business owner per initiative with budget authority who attends the fortnightly review. IT
and vendors deliver; the owner decides.
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3. Data debt

Customer records live in four systems with four spellings; reports disagree. Any Al feature built on this produces
confident, wrong answers. Fix: treat data as a product with an owner, a definition and a quality check. Start with the
few entities that matter most (customers, products, orders, patients, cases), not everything.

4. Change management as an afterthought

The system goes live; users heard about it the week before and keep the old spreadsheet "just in case". Fix: involve
front-line users from the first workshop, pilot with a willing team, and retire the old method on a published date.

5. Big-bang delivery

Eighteen months of building, then one cut-over weekend; the first real feedback arrives after the budget is spent. Fix:
release something usable within ninety days (Section 09), then every few weeks. Manage scope by sequencing, not
by a giant specification.

6. Vendor and platform lock-in

A proprietary platform or single Al provider is wired in so deeply that changing it is unaffordable; in the Al layer, where
capabilities and pricing change quickly, this risk is underestimated. Fix: keep logic and data in formats you control,
put an abstraction between applications and any model API, prefer open standards (REST, OpenAPI, SQL, Parquet,
FHIR where relevant), and write the exit path into every contract.

SECTION 03 (CONTINUED)
A diagnostic you can run in one meeting

A "no" on any row is a risk to fix before spending more.

Failure mode Question to ask Evidence it is handled

Technology first Can the owner state the outcome and metric without a slide? One-page charter

No owner Who can cut scope tomorrow without asking a committee? Named owner with budget

authority

Data debt For the three key entities, who owns the definition and where is Data owner list; master-data
the master record? decision

Change management Which users have tested it, and when is the old method switched  Pilot group; retirement date
off?

Big-bang What will real users be using by day 90? Dated first release

Lock-in What would it take to move this to another cloud or model Written exit path; abstraction
provider? layer

What is genuinely hew now

Unowned Al experiments Automation without a human checkpoint

Staff use public Al tools with company data because An agent may send, approve, update or pay on

no sanctioned alternative exists; pilots multiply with model output with no review; when it is wrong, it is
no path to production. Fix: an Al use policy, an wrong at scale. Fix: classify actions by consequence
approved everyday tool, and an intake so and require human approval above a threshold until
experiments get an owner and a review (Section 07). the error rate is known.
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lllustrative example (hypothetical). A logistics company let a customer-service assistant send replies
automatically; a few quoted delivery dates that did not exist. It reverted to draft-and-review for anything with a
date or price, kept automation for status lookups, and the assistant stayed in production.

3 The modern transformation stack

Organizations of every size converge on the same six layers today. What changes with size is how
much of each layer you build versus buy.

6 - Al layer - model gateway, RAG, agents, guardrails, evaluation

5 - Web and mobile front ends - portals, apps, internal tools

[ 4 - Modernized core applications - .NET, Java, Node, SaaS J

3 - Integration and API layer — APIs, events, iPaaS, APl gateway

[ 2 - Data platform - warehouse / lakehouse, pipelines, catalog, quality }

1- Cloud foundation — Azure / AWS / Google Cloud, identity, network, laC, logging

Figure 1- The six-layer stack. Security, identity and governance run through every layer rather than sitting in one.

1. Cloud foundation. Subscriptions organized by environment, one identity provider, network segmentation,
infrastructure as code, central logging and cost visibility. Get this right once and every later project inherits it.

2. Data platform. A managed warehouse or lakehouse fed by pipelines, with a catalog that says what each dataset
means and who owns it, and automated quality checks. For a small business this may be one managed database and
a reporting tool; for an enterprise, a multi-domain platform. Either way, one governed place that reporting and Al both
read from.

3. Integration and API layer. Systems of record expose their capabilities through APIs or events; a gateway handles
authentication and rate limits; an integration platform handles the long tail of SaaS connectors. This is what makes the
stack composable, and where lock-in is most often avoided or created.

4. Modernized core applications. The systems that run the business, whether SaaS or custom applications in .NET,
Java or Node. Section 05 covers what to do with legacy ones.

5. Web and mobile front ends. Portals, mobile apps and internal tools built against the API layer, so one capability
appears in several channels.

6. Al layer. One internal gateway to model providers, a retrieval layer (vector or hybrid search over governed
documents) for RAG, an agent framework, guardrails on inputs and outputs, and an evaluation harness so quality is
measured, not assumed.

3 Legacy modernization: five options

Every organization has an application everybody depends on and nobody wants to touch. Here are the
five things you can do with it.
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Option

Rehost

Replatform

Refactor

Rebuild

Replace

Whatitis

Move to cloud virtual machines
with minimal change ("lift and
shift").

Keep the code, swap the
platform: managed database,
containers, managed hosting.

Restructure incrementally:
upgrade the framework, extract
services, add APIs and tests.

Write a new application on the
API-first stack and migrate the
data.

Retire the application and adopt a
Saa$ product, configuring rather
than coding.

A quick decision method

high) and how often it must change.

Choose it when

The data center lease is ending; the
app is stable; you must exit hardware
quickly.

The code is sound but the platform is
end-of-life; you want managed
operations without a rewrite.

The app holds valuable logic and
changes often; the usual choice for
custom .NET and Java systems.

The system cannot be changed
safely, the process itself must
change, or the technology has no
future.

The process is not a differentiator
(payroll, HR, basic CRM, ticketing)
and a mature product fits.

often: Refactor, or Rebuild if the code is beyond saving.

first.

Watch out for

Cloud bills that look like a data
center. A step, not a destination.

Hidden dependencies (file shares,
scheduled jobs, hard-coded paths)
that surface late.

Needs a test harness first and small
releases, or it drifts into a rewrite.

Longest and riskiest path; needs the
strongest owner; ship in slices, not
one cut-over.

Over-customizing until it is as rigid as
what it replaced. Migration and
integration are the real work.

Score each application on two things: how differentiating the process is (payroll: low; your pricing engine:

Low differentiation: Replace. High differentiation, rarely changes: Replatform. High differentiation, changes

Rehost only as a dated, temporary step toward one of the others, with the follow-on decision written down

Rule of thumb from PS3G's experience: most applications end up as Replace or Replatform; only a few justify
Refactor or Rebuild. Spend the engineering budget on those few.

) A roadmap by organization size

The six layers and five outcomes apply to everyone; the sequencing, build-versus-buy balance and
team shape differ with size. Most organizations will recognize themselves in one column and borrow
from the others.

......................................
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Small business m Enterprise department

Q1 Cloud suite + identity;
one integrated SaaS core

Q1 Landing zone, laC, CI/CD;
data platform v1

Q1 Align to enterprise platform;
data domain + owners

Q2 Automate one painful
process end to end

Q2 API layer; replatform or
refactor the core app

Q2 Product team; API contracts
with neighboring systems

Q3-4 Al assistant on company
documents; dashboards

Q3-4 RAG + first agentic
workflow with approvals

Q3-4 Al use cases through the
governance gate; scale out

Figure 2 — A first-year roadmap for three organization sizes. Yellow blocks are where Al enters: in every case, after the foundation.

Build vs. buy

Team

First Al use

Biggest risk

Small business (up to ~50
people)

Buy almost everything; build only
the integrations and the one
process that makes you
different.

Owner plus a partner firm on a
fixed-scope project, then light
managed services.

Assistant over policies, contracts
and product documents;
document extraction.

Tool sprawl and unowned data.

Mid-market (~50-1,000)

Buy the commaodity layers; build
the API layer, the data model and
the differentiating application.

Small internal product team plus a
dedicated external team; managed
cloud and data operations.

RAG over operational knowledge;
one agentic workflow with human
sign-off.

Building the enterprise stack on a
mid-market budget.

Enterprise department

Consume enterprise platforms; build
the domain's data products, APIs
and Al use cases on top.

Product owner, architect and
engineers in the department; shared
platform teams; staff augmentation.

Use cases that pass the enterprise
Al governance gate; reusable
patterns.

Waiting for the central platform
instead of shipping within its
guardrails.

Governance, security and compliance built in

Governance is not the department that says no. Done well, it is the set of defaults that lets teams move
quickly because the safe path is the easy path.

Data governance

Keep it small enough to run: for each important entity, one owner, one definition, one master source and an
automated quality check, recorded in a catalog. Classify data by sensitivity (public, internal, confidential, regulated);
the Al and security rules depend on it.

Al governance

Regulation now applies to ordinary businesses, not only model developers. The EU Al Act covers Al systems placed
on the EU market or affecting people in the EU. The Colorado Al Act (SB 24-205), now taking effect, places duties on
deployers of high-risk Al used in consequential decisions about people. NIST Al RMF 1.0 and ISO/IEC 42001 give
structure; the OWASP Top 10 for LLM Applications lists attack patterns to test against. A baseline for any size of

organization:

(O A one-page Al use policy: approved tools, permitted data, what a person must review.

PS=36.
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(30 An inventory of Al systems, each with an owner, purpose, data classification and risk tier; high-tier systems
(consequential decisions about people) get an impact assessment, human review, bias testing and notice to the
person.

(O Evaluation before and after go-live: a test set, a quality threshold, monitoring for drift.

(O Guardrails in the architecture: one model gateway, prompt and output logging, permissions on what agents may
do.

Security and compliance

Use NIST CSF 2.0 as the backbone: its six functions (Govern, Identify, Protect, Detect, Respond, Recover) map onto
the stack, and Govern makes leadership accountability explicit. Layer specific regimes on top where they apply: SOC
2 when customers want assurance over your service; HIPAA when protected health information is involved (business
associate agreements, access controls, audit logs, breach procedures).

Built in, not bolted on: the cheapest time to implement identity, encryption, logging and least privilege is when the
cloud foundation is created; the cheapest time for Al guardrails is when the model gateway is created. Both cost a
fraction of the retrofit.

I} Measuring value and quarterly reviews

A transformation is only as real as its measured benefits. One row per initiative, baseline filled before
work starts, updated quarterly. Rows are illustrative.

Initiative Outcome Metric Baseline Target Current Owner Status

Proof-of-delivery Operating cost Days from delivery to Q4 ByQ2 Q1 Finance lead On track

extraction invoice reading reading

Customer portal v2 Customer Self-service Q4 ByQ3 Q1 Service lead At risk
experience completion rate reading reading

Reporting on data Decision speed Days from month-end Q4 By Q1 Q1 Operations Achieved

platform to report reading reading lead

Backup and Resilience Recovery time Q4 ByQ2 Q1 IT lead On track

recovery test achieved in test reading reading

Rules that keep it honest. Measure the baseline first. Freeze the metric definition; if it changes, restart the baseline.
Hours "freed up" count only if the time is redeployed or the role not refilled. Record the cost side (cloud, licenses,
model usage, fees) so the review sees net value.

Running the quarterly review

0 Prepare (one week before). Owners update their rows; the program lead adds consumption against budget and
open risks from the Section 03 diagnostic.

e Review (ninety minutes). Leadership walks every row; for each at-risk row one decision is made in the
meeting: fund, fix, re-scope or stop.

o Re-sequence and communicate. Confirm next quarter's priorities against the five outcomes; add initiatives
only with a charter and baseline. Send a one-page summary to everyone involved.
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Rule of thumb from PS3G's experience: if an initiative has been "at risk" for two consecutive reviews with no
decision, the problem is almost always a missing owner, not the technology.

) The first 90 days and a readiness checklist

Momentum is the scarcest resource in a transformation. The first ninety days should produce three
things: an honest assessment, a sequenced roadmap, and a first release that real users touch.

Days 1-30: Assessment

Interview the business owners about the five
outcomes. Inventory applications, data sources,
integrations and Al use already happening. Score
each application with the Section 05 method and run
the Section 03 diagnostic on anything already under
way. Output: a short findings document and the one-
page charter for the first initiative, with its baseline
metric.

Days 61-90: First release

Ship the smallest useful version of the first initiative
to a pilot group: one automated process, one
dashboard on governed data, or one assistant over a
document set. Measure the metric, collect feedback,
fix what blocks adoption. Output: something in use, a
first reading against the baseline, and the next
release planned.

Days 31-60: Roadmap and foundation

Agree the first-year roadmap in the shape of Figure
2. Stand up or tidy the cloud foundation: identity,
environments, infrastructure as code, logging, cost
visibility. Publish the Al use policy and name data
owners for the first three entities. Output: the
roadmap, the foundation, and the benefits template
with baselines filled.

Day 90: Decision point

Hold the first quarterly review (Section 08). Decide
whether to scale the first initiative, start the second,
or stop and re-plan. Either way the organization now
has a foundation, a method and evidence, which is
more than most programs have after a year.

Where to start if nothing on the checklist is ticked. Pick one outcome, one initiative, one owner and one metric.
Put the cloud foundation and the Al use policy in place while that initiative is being built. Everything else in this
paper can follow in sequence.

SECTION 09 (CONTINUED)
Readiness checklist
Tick what is true today; unticked items are the first work of the assessment phase.

(O Leadership can name the one or two outcomes this year's transformation serves.

(O Each active initiative has a single named business owner with budget authority.

(0 A baseline metric is recorded for every initiative before work starts.

(O There is an inventory of applications with a modernization decision for each.

(O The three most important data entities have an owner, a definition and a master source.
(O The cloud foundation has one identity provider, environments as code, central logging.

(O A written Al use policy exists and staff know which tools are approved.
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(O Every Al system in use is listed with an owner, purpose and risk tier.

(O Automated Al actions are classified by consequence, with human review above a threshold.

(O Security controls map to NIST CSF 2.0, with SOC 2 or HIPAA layered on where applicable.

(3 An exit path (data export, portability, model-provider abstraction) exists for each major platform.

(O Something usable will be in users' hands within ninety days; a quarterly benefits review is scheduled.

What changed since our earlier edition

Earlier advice Today's advice

Move to the cloud. Assume the cloud; invest in the foundation, data platform and API layer.

Digitize the customer journey. Make it composable, so new channels and Al agents reuse the same capabilities.
Automate repetitive tasks. Al-native workflows with human checkpoints set by consequence, plus evaluation.
Security as a workstream. Security, data and Al governance built into the architecture (NIST CSF 2.0, Al RMF).
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About PS3G

PS3G Inc. is a professional services, software and solutions company headquartered in Wilmington,
Delaware, with an India delivery center that allows round-the-clock engineering, testing and support.
We work with organizations of every size, from small businesses to enterprise departments, across the
full transformation stack described in this paper.

Our services include websites and web applications; mobile apps; .NET and Microsoft engineering;
cloud migration and DevOps; data platforms and data governance; Al consulting and development; Al
governance; cybersecurity and compliance; software testing; managed services; and IT staffing and
dedicated teams.

We also build and run our own products. DocVilla is a HIPAA-compliant cloud EHR, telehealth and
practice-management platform used by medical practices across the United States. Running a
regulated production product ourselves informs how we advise and build for clients: we live with the
same governance, security and operational decisions we recommend.

How we engage

Every engagement starts the same way: email us, we reply with questions, then a 30-minute video call
we schedule, a short assessment, and a written proposal. From there we work in whichever model fits:
fixed-scope projects, dedicated teams, managed services, or advisory. The 90-day plan in Section 09
is the shape of a typical first engagement.

Talk to us

If you are planning a transformation initiative, modernizing a legacy application, standing up a data
platform, or deciding how to put Al to work safely, we would be glad to talk it through.

Email hello@ps3g.com.
PS3G Inc., 1201 N Market Street, Suite 111, Wilmington, DE 19801

This white paper is published by the PS3G team for general guidance. It is not legal, regulatory or financial
advice. References to laws and frameworks are accurate to the best of our knowledge at the time of writing;
confirm current requirements with qualified counsel for your jurisdiction and sector. This edition replaces the
earlier PS3G digital transformation white paper.
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